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1. Executive Summary
CPSoS, funded by the EC (FP7 programme), is a 30-months Support Action that provides a forum and an
exchange platform for systems of systems related communities and ongoing projects, focusing on the
challenges posed by the engineering and the operation of technical systems in which computing and
communication systems interact with large complex physical systems. Its approach is simultaneously
integrative, aiming at bringing together knowledge from different communities, and applications -driven.
The project findings will, at the end of the project, be summarised in a concise strategic policy document,
supported by a set of in-depth technical papers, presented at a symposium "Cyber-physical Systems of
Systems Meeting Societal Challenges".
The CPSoS project has, during the last months, prepared a Working Paper on ‘Core Research and
Innovation Areas in Cyber-physical Systems of Systems’, outlining the challenges and key research and
innovation areas in the domain of large systems that consist of physical structures and information
processing elements. This Working Paper, as well as the related paper on conducted ‘Analysis of the State of-the-Art and Future Challenges in Cyber-physical Systems of Systems‘ have provided the basis for the
current work on a document ‘Cyber-physical Systems of Systems Research Agenda 2015-2025′.
The third meeting of the CPSoS Working Groups (WGs) was organised jointly for the three Working Groups
as an Open Workshop on Medium-Term Research Priorities for Cyber-Physical Systems of Systems as part
of the ARTEMIS Technology Conference 2015 in Turin, Italy. The CPSoS Workshop took place on October
6th, 2015 and consisted of an Opening session, introducing the project and presenting the CPSoS Research
and Innovation Domains, followed by contributions from members of the CPSoS Working Groups and
finally a third session, where the project consortium presented the following research and development
topics, comprising several sub-topics as the main challenges for the next 5-7 years, which have been
defined within the before mentioned research agenda:
Overarching topics:







Overcoming the modelling bottleneck
System integration and dynamic reconfiguration
Robust distributed control and optimization
Resilience in systems of systems
Humans in the loop
Towards cognitive systems

Furthermore, domain-specific topics have been proposed for the areas of:




Industrial production systems
Manufacturing systems
Transportation and logistics

The focus of the Workshop was on the presentations and discussions of the medium-term research priorities in
the area of cyber-physical systems of systems.
More than 25 participants, CPSoS Working Group members and external specialists, engaged in lively and
fruitful discussions. The feedback and suggestions of the participants will be integrated into the CPSoS
strategic research agenda.
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2. Opening Session
The Workshop started with a presentation, given by the Project Coordinator – Prof Sebastian Engell –
introducing to the scope of the CPSoS project, its concept and its goals, and providing an overview of the
progress made and the achievements reached by the project so far.
Based on this general introduction, the CPSoS Working Group Chairs provided a report on the outcomes of
the earlier Working Group meetings and different consultations of experts in the domain.
The Chairs of the three CPSoS Working Groups – Haydn Thompson (WG1), Sebastian Engell (WG2) and
Michel Reniers (WG3) – presented the three core research and innovation areas that have been identified
by the CPSoS project as outcome of numerous discussions with WG members and interviews with domain
practitioners.
During the discussions that followed, participants of the workshop asked for a more detailed qualification
on one of the presented challenges, i.e. the changing scope of the system and it was explained that this
aspect arises from the evolving nature of a system.
The participants further pointed out that more precision about the terms and concepts in cognitive
systems were needed, e.g. that the differences between the terms “situation-awareness” and
“understanding of the data” should be clarified. This was agreed to by the CPSoS consortium.
During a discussion on the topic “Humans in the loop” it was stressed that the users of CPSoS have to be
“in charge” and should not be put out of real-time operation by design. On the other hand, humans should
be instructed accordingly to be aware of the consequences of their actions. Informed consent was
mentioned as a model on how to keep operators “in the loop” when optimal decisions are computed by an
automated system.
Interactions with unknown systems were mentioned as a further important challenge.
The question of safety in CPSoS was thoroughly discussed, showing joint industrial and academic interest.
For example, a need for research on “fail-safe mechanisms” resulted from the discussion which CPSoS will
include into the recommended research priorities.
The increased deployment of, especially wireless, sensing technology was pointed out as an important
driver of the technological innovation. The need for energy-harvesting technologies was mentioned.
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3. Contributions from Members of the CPSoS Working Groups and
Discussion
Francesco Brancati (ResilTech SRL), a delegate from AMADEOS (an EU FP7-project within an SoS project
cluster) and member of the CPSoS WG 2 (Physically connected Systems of Systems), gave a presentation
on time awareness, modelling of stigmergic channels and emergent behaviour in cyber-physical systems of
systems. The following discussion was conducted around the question of quantification of complexity of a
system and recent technologies for time synchronization in CPSoS.
Erwin Schoitsch (AIT - Austrian Institute of Technology), member of the CPSoS project WG 3 (Tools for
system engineering and management), discussed the issues of security and safety in CPSoS. He used
examples from autonomous driving and touched upon the topics of data privacy and standardisation.
Alessandro Cimatti (Bruno Kessler Foundation), a member of WG3, then presented the topics of contractbased design, model checking, and model-based safety analysis. The subsequent discussion evolved
around the scalability and applicability of contract-based design and assume-guarantee reasoning in
design of CPSoS. Mr. Cimatti pointed out that success stories of the methodology for real-world use cases
exist.
Alberto Bemporad (IMT Institute for Advanced Studies Lucca), another member of WG3, communicated
his vision on the real-time optimisation and optimisation-based control of CPSoS. He presented several
results of the application of fast model predictive control on the use cases in the framework of European
projects e-price (oriented to smart grid operation), effinet (conducting a research in the domain of
drinking water networks) and DISIRE (with the focus on chemical production). In this context it was
pointed out that, in many cases, computing time does not present a bottleneck but that the issues are
more on the side of engineering effort needed for the solution.
Alf Isaksson (ABB), member of WG2, presented the vision of ABB on the future of industrial control and
automation. He discussed the next generation automation pyramid, avail ability of sensors, industrial
demand-response, internet of people, services and things, optimization-based operator support via cloud
services, data availability and sharing and stressed that the business models are one of the key aspects of
the development and innovation. Regarding autonomous operation, he envisioned people to be in the role
of monitoring agents with the ability to interact with the system in abnormal situations.
Patrick Panciatici (RTE - Réseau de Transport d'Electricité), another member of WG2, discussed the future
role of ICT in power systems. He stressed that the role of ICT already changed from being a technology
allowing system optimisation into being an enabler of stable operation of power grids in Europe. In his
presentation he mentioned that the key CPSoS challenges and opportunities in power grids are Co -design
of hardware and software, Control of inverter-based generation units, Control of large populations of
devices and agents, Big data, IoT technology and High Performance Computing.
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4. Presentation of the CPSoS Medium-Term Research Priorities
Six overarching topics for medium-term research and innovation activities were presented. These
included: Overcoming the modelling bottleneck, System integration and dynamic reconfig uration, Robust
distributed system-wide control and optimisation, Resilience in systems of systems, Humans in the loop,
and Towards cognitive systems: data-based system operation. These topics are suggestions for further call
topics in the HORIZON 2020 framework or in national research initiatives.
The domain-specific topics included: Integration of control, scheduling, planning and demand -side
management (in the domain of process industries), Development and exploitation of ICT to support multi disciplinary, multi-objective optimization of operations in complex, dynamic, 24/7 systems (in the
automotive and logistics domains), Safe, secure and trusted autonomous operations for systems with
humans in the loop (in the automotive domain), New ICT infrastructures for adaptable, resilient, and
reconfigurable manufacturing processes, Data and information visualisation for decision support in
manufacturing.
A short overview about discussions and input provided by the participants on these presentations is given
hereafter:
Overcoming the modelling bottleneck
Modelling was confirmed to be a backbone of the majority of future developments in CPSoS engineering.
The topic of model validation was discussed extensively, mentioning model validation for different
purposes (such as optimisation, control, or safety), complexity of model implementation (simulation) and
verification/certification. P. Panciatici suggested to simplify the term “automated model building” to
“system identification”. Reconfiguration of the models was mentioned as an additional research challenge
for overcoming the modelling bottleneck.
Robust distributed system-wide control and optimisation
A clarification of the term “system-wide control” was asked for. A. Isaksson stressed that system-wide
control is needed in certain areas, such as power grids. Control of legacy systems was suggested as an
additional sub-topic in the discussed framework.
Resilience in SoS
The discussed topics included safety, security and dependability. The issues of standardisation were briefly
mentioned. It was proposed to alter the heading “Interaction of monitoring systems” as “Collaboration of
monitoring systems”. The idea of fail-safe systems was suggested to be missing in the presented topic.
Humans in the loop
The trend of deterioration of human abilities to react to unforeseen situations was mentioned. One
conclusion was that the modelling of human behaviour is an open research topic and suggested to
approach this problem as a combination of qualitative and quantitative modelling. It was further pointed
out that a knowledge basis for modelling of human reactions exists. Training and selection of operators
was mentioned as a good practice for reduction of variability in human reactions.
Towards cognitive systems: data-based system operation
The participants raised concerns regarding the system stability when data -based system operation is
conducted. They suggested to include data-based co-engineering among the presented topics.
In the area of research and innovation domains in the process industries, another suggestion was to
include preventive maintenance of the system assets based on refined monitoring of their state into the
medium-term research and innovation domains.
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5. Conclusion and next steps
The discussions confirmed the analysis of the CPSoS project of the state of the art and the research
priorities in the domain of cyber-physical systems of systems. The medium term priorities were supported
and valuable additions and refinements were proposed. The feedback will be integrated into the final
formulation and presentation of the research agenda.
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6.3.

Photo from the Workshop

6.4.

Presentations

All the presentations given at the occasion of the workshop have been made available for consultation in
the News/Events section of the CPSoS website. (http://www.cpsos.eu/news-events/workshop-on-cyberphysical-systems-of-systems-roadmap-on-oct-6-2015-at-artemis-technology-conference/).
As an example, the presentation on “Medium-Term Research and Innovation Domains in Cyber-physical
Systems of Systems”, given by the CPSoS project partners and providing the basis for the following
discussions, is made available hereafter.
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